MHOOPMALIMOHHASA
EE30MACHOCTb M LIMOPOBAA
TMIUMEHA:

KaK He CcTaTb }XepTBOoMU moweHHUKoB B 2025 roay?



— PEBO/TIIOUNA MHOOPMALINA

HecTbl — Peyp e [IMCbMEHHOCTb




— AKTYAJIbHOCTb

— ExXegHeBHble AeNCTBMA B UHTEPHETE

«ugpposoli cned»

—  Peructpupyemcsa B coumanbHbIX CETAX
U3 nepcoHasbHbIX OaHHbIX

—  Jlenaem NOKynKu Ha mapKeTnaencax

—  CMOTpum BMAEO, CAyLLaemM My3bliKy ¥enanue ero o6esonacutb

— [Tonb3yemcAa NOUCKOBUKaAMU



—— YTO MOMKET CKA3ATb NPODU/Ib B
COUMANBHOWM CETU

CTpaHuuUa OTKpbITaA:
ApTém LLipamko
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S ... CoumanbHas cetb & MapTHepbl — Lundposas

«BUTPUHaA» AaHHbIX



— [MOYEMY 3TN OAHHbLIE BAXKHbI 1 KAK OHU
MPUMEHAKOTCA

Mpe3upenTckue Bbibopbl B CLUA 201 Mpe3naeHTckas KamnaHua JloHanbaa Tpamna

290 0 - MCNOJ/Ib30BaNa OTKPbITbIE AaHHbIE ANA CO34aHNA

Aonanba Tpamn 270 o XMAAAPH KAMHTOH ncnxorpadpuyecknx npopunen rpaxaaH.

OHa onpeaenana yepTbl IMYHOCTH
NO/Ib30BaTe/IeEM Ha OCHOBE MX AKTUBHOCTU B
COUMANbHbIX CETAX.

[Nanee 3Ty MHPOPMALMIO OHU UCMONB30BANM
B KayecTBe MeToJa MUKPOTapreTuHra.
N oTobparkann MHAMBUAYaAbHbIE COOBLLEHNA O
] e anrapn Ko Tpamne pa3nnyHbIM aMepUKaHCKUM n3bupatenam
| Ha Pa3/INYHbIX LMPPOBbLIX NAaTPopmax.

TIPOrOIOCOBATH
3a losamsna Tpamma




— YTO HA CAMOM [ENE NB?

Bl ' BrO L1’1er NHpopmaumoHHasa 6be3zonacHOCTb —
O

NPaKTMKa NpeaoTBpaLlleHna HeECaHKUMOHNUPOBAHHOIO
| A0CTyNna, MCNO/Ib30BAHWUA, PACKPbITUA, UCKAXKEHUA,
~ M3MEHEHUA, UCCNeaoBaHUA, 3aNUCU UNN YHUUTOXKEHUS
7 N MHPOpPMaLUW.

Is NHdopmaunoHHas 6e3onacHOCTb —
wnTcHING NpaBuabHaA 3aWMTa «UUPPOBLIX CNea0BY.

v"" 310YMbILINEHHUK MOXKET YKPACTb Bally U3Hb!




YPOBHW YI'PO3 B UHTEPHETE

| ypoBeHb

MOLUEHHUK NonyYaeT obLeaocTynHble AaHHble
(HM3KaA yrposa)

[aHHbie: DNO, sneKTPOHHAA NoyTa

Buabl molleHHNYecTBa: TesiePpOHHbIE 3BOHKMH,
OULIKMHT, coUMaNbHaA UHXKEHepPUS

lll ypoBeHb

MOLLIEHHMK NONYYaeT A0CTYN K PUHAHCOBLIM
[AHHbIM (BbICOKanA yrposa)

[aHHble: 6aHKOBCKaa KapTa, AocTyn K JIK B 6aHKax

Buabl MOLIEHHUYECTBA: KpaXKa AeHer, opopmieHne
KpeauTos

Il ypoBeHb

MOLUEHHMK MosyYaeT KPUTUYECKU BaXKHble AaHHble
(cpeaHana yrposa)

[laHHble: AaTa poXAeHUsA, NacnopT, NPONMCKa

Buabl MOLWIEHHNYECTBA: CTA/IKEPUHT, perncrtpayms
OUKTUBHbBIX KOMMNAHWUN

IV ypoBeHb

MOLWEHHWK Noay4vyaeT NOJIHbIN KOHTPO/1b
Had TNYHOCTbIO

[aHHble: 6MOM€TpMF|, CeKpeTHbIE K/TIYN N KOO 0BbIE
cnoBa, 10rMHbI U Napoan

Buabl moweHHU4YecTBa: opopMaeHUE JOKYMEHTOB,
MCNONb30BaHME IMYHOCTb B MPECTYMHbIX CXeMax




TUTMbI YITPO3 NB

BHyTpeHHuUe BHewHuUe

NHcanaepbl, olMOKKN nepcoHana, XaKepcKue aTtaku, coumanbHas
TeXHU4YecKue cobou NHKeHepus, sBpegoHocHoe MO




— OCHOBHbIE BUAbI YI'PO3

CoumnanbHan
UHXeHepuAa

? YTeuku

B3nom




— COUUNAJTIbHAA NHAKEHEPWNA

Habop meTon0B 1 NPaKTUK, KOTOPble 3aCTaBAAOT
4ye/lIoBEeKa BbINOJIHUTb Kakmne-nnbo aencresmsa —
Heobsi3aTeNbHO B ero nHTepecax

TepmunH 6e3 HeraTMBHOIo oTTeHKa. MoxeT
N He ObITb MaHUNYNALMEN YENOBEKOM, XOTS
yalle BCero Tak un ecTb




— YTEYKH

Poccus
» PUNO 378 381 377 392 b
» TenedoHbl
» Agpeca
» [lovTa

» MacnopT (peako)

» lnaTexHble AaHHble (peaKo)

| nonyroaune 2022 Il nonyrogme 2022 | nonyrogme 2023 Il nonyrogue 2023 | nonyrogue 2024



— KPYMHEMLWWE YTEYKM OAHHbIX B

POCCHNA

OpraHusauyua YTeuka CoaepXaHue

C3K 822 mNH 3anucen PUNO, TenedoHbl, aapeca

AHpekc.Epa 50 maH PUNO, TenedoHbl, aapeca

CbepCnacmbo 52 MJIH 3anucemn ®UNO, TenedoHhil,
NNaTeXKHble AaHHblE

CnopTmacTtep 46 MJIH 3annceu PUNO, TenedoHbl, NOYTa,

laTa PoXKAeHuA




— YTEYKU OAHHDbIX B TOCYOAPCTBEHHbIX CTPYKTYPAX

POCCUW

OpraHusauyua

YTeyka

CoaeprkaHue

CunnoBble BeOMCTBA

(MBA)

20 Tbicay 3anucen

®PUNO, TenedoHbl, agpeca

PocpeecTtp

82 MJ/1H 3anucen

PUNO, TenedoHbl, aapeca

MeXBeaoOMCTBEHHbIW
obopoT

500 TbicAY 3anucen

PUNO, TenedoHsl,
KOHTaKTbI

PermoHanbHblie MOLU

300 TbiCcAY 3anucen

PUNO, TenedoHbl, NOYTAa,
[aTa poXKaeHUs




— KAK UCNOJIb3YIOT YTEYKW?

—CVIHTepHeT-paccnep,OBaHMﬂ >
BbicneXXnBaHue YenoBeKa Yyepes coumasbHble
CETU N B peasibHOM Mmupe. Yrposbl 1 3anyrmBaHus.

—<Bsnow\ LMPPOBbIX peECcypcos >
KnoHnpoBaHue undpoBOn NMYHOCTMN.
PenyTauMoHHbIE PUCKN.

—(CDMHchosoe MOLLIEHHI/I‘-IECTBO>




NMPNYUHDBI YTEHER

He 3aBUCAT OT HAC 3aBUCAT OT HAC

NHcanpep, Kpaxa nHbopmaumm, OTcyTcTBME LMPPOBOMN TMTUEHDI
B3/1OM




% Joseph Cox

Map included of plotted Google data of a person
allegedly involved in the Capitol riot published in a

court record today

| 2-Step Verdicaton Numbers |
S
Arornate Emads |
Account Created |
1011172011
Account Dedeted

Last Logn

| User Deleted Locations |

i Ports in Geofence ]

—__ Ponts in Copeol |

Google Bbigan cyay
NaHHblEe N0 reono3nunmn
O1HOTO U3 YYACTHUKA
WITYpMa Ha Kanutonun.
57 TO4YeK 33 4ac — 3To
nepemeLLeHmnA YeI0BeKa
BHYTPU 34aHUA.



— OULLIUNHT

PUWNHI —

OCHOBHOW BWJ, MUHTEPHET-MOLIEHHNYECTBA
M OCHOBHOW cnocob An1a 3/10yMblLEHHUKOB
MPOHMKHYTb B JIOKa/IbHble CETU KOMMNAHUU

Mcnonb3yeTca ana Kpaxkm naponen, HOMepos
KPeAUTHbIX KapT, DaHKOBCKUX CHETOB U
APYron KoHeuaeHunaabHoOn MHGopmaumm




— ATAKW MO KOJIMHECTBY KEPTB

MaccoBble — TapreTupoBaHHble —

3/10YMbILNEHHUKN BEepyT 3@ OCHOBY HECKO/bKO NepPCcCoHNPULMPOBAHHbBIE U LieneHanpaBaeHHble
CaMbIX NONYAAPHbIX UHTEPHET-CEPBMUCOB, aTakun. Cbop 1 cmcTtemaTmsauma AaHHbIX
bOPMMPYIOT NEreHay W PacCbINatoT TbiCAYU Ha YKepTBY

nucem 4epes3 pa3/indHble agpeca Fastdisivie
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BbINIo HECKONbKO CO0BLLIeHUI O
MOLLEHHWUYEeCKUX AeWCTBUSX C
BalLein Y4ETHOM 3anucCbio, U Hawm
IIo JIEPIKKA WILDBERRIES CUCTEMbI NOATBEPANIMU ITY
aKTUBHOCTb.

Baww akkayHT ckopo byaet
orpaHuyeH. Moxanyicra,
HeMeqa/IeHHO BoVaWTe B Hall
CUCTEMHbIV LEHTP, YTOObI
NOATBEPAUTD CBOIO YYETHYIO
3anvcb, B NPOTUBHOM Cly4ae Mbl
3abnokmpyem Bally y4eTHyto
3anuce.

IlepeiiTy Ha CAaliT U MOOPOGOBATH




— [MPUEMDbI 3/TOYMbIWLWNEHHUKOB
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— MONYNAPHbIE Y1IOBKN MOLWEHHWNKOB

Bawa y4yeTHadA 3anuck bbina nnun byaet
3ab10KMpoBaHa/OTKAOYEHA

B Bawen yyeTHOM 3anmcm bblin 0OHapyXKeHbl
NnoAo3pUTENbHbIE UM MOLLEHHUYECKME AENCTBUA.
TpebyeTtca obHOBNAEHUA HACTPOEK be3onacHOCTH

Bbl nonyunnum BaxkHoe coobuieHue. MNMepenaurte
B IMYHbIN KabUHET, YTOObl 03HAKOMUTbLCS

Bam nuwet MB/ n npoyune rocygapcTBeHHble OpraHbl
B MOMEHT, KOrga NCTeKaeT CPOK Y BallUX AOKYMEHTOB



Bbicwee

PYHEBOLCTBO

Paposbie

SBYXgINe

Pykosoautenu
cpeaHero 3BeHa

53,2%

BMHOBHbIMW ANLLAMM NPOU3oLEdLLNX
CNYy4aMrHbIX yTeyeKk MHGopMaLMK B rocopraHax
Yallle BCero ABAATCA COTPYAHMKMU
PYKOBOAALLErO CPeAHEro 3seHa —

53,2% C/ly4aeB UHLMUOEHTOB.

YTeuYKkun, CnpoBOLMPOBaAHHbIE
COTPYAHUKaMM PYKOBOAALLErO
BbICLLEro 3BeHa, COCTaBAAOT NINLLb

c/yyaes.



MeyaTb 4OKYMEHTOB
Ha NpuHTepe

2,1%

CbemHble HocuTenu
6,4%

bonblaa yactb (5 1) 1%)

HEeYMbILW/TIEHHbIX NHOOPMALLMOHHbIX
MHUWAEHTOB, CBA3AHHbIX C yTEYKaMM
B rOCOpraHax, NpouncxoauT vyepes
NHTEePHEeT-KaHanbl (couceTn,
bannoobMEeHHNKN, KOPNOPaATUBHbIE
obnaka)

MecceHaepbl
17%

DNEeKTPOHHAA NoYTa
23,4%

NUHTepHeT
(parinoobmeHHUKN,
coucetn n ap.)

— 51,1%



YyeTHble

Q@%H ble

Apyraa nnbopmauyms
22%

B aTaKax 3/10ymbllUNEHHUKHU
B bonbluen cteneHu

Mepenucka Haue/Z1EHbl Ha KPaxKy
7% NX y4eTHbIX (34%)
N NepCoHa/IbHbIX AdHHbIX
IlaHHble

NAaTeXHbIX KapT

13% [NepcoHanbHbIE
AAHHble

24%



— KAK PACIMNO3HATb ®UNLLINHT

KpuTnyeckoe mbillieHME 1 34paBbl CMbICA

AHann3 noay4yaemom MHPopmaLMKM OT MPUNOKEHUA,
cpeacTBa 3aWuUTbl MUHPOPMALUK (AaHTUBUPYCA) UK
onepaunoHHOU CUCTEMDI

AHanns npegnaraemomn rmnepcCbiNKkm
CtpyKTtypa URL

AHann3 NOYTOBbLIX 3aro/1I0BKOB



— HA KAKUE BJTIOKEHNA OBPATUTD
BHUMAHWE

— Apxwusbl (ZIP, RAR)
37%

TeKCTOBbIe AOKYMEHTbI
(DOC, TXT, ODT)

30%

Be6-CTpaHmu,b| (HTML, HTM)
— POF
15% 14% r Tabanupl (MS Excel)
9% Ii [peseHTaLnm
(MS PowerPoint)
5%




—— HAMAWTE HEKOPPEKTHbIV AOMEH

http://drive--google.com/luke.johnson
https://play.google.com/store/apps/details?id=com.google.android.apps.docs&hl=ru

https://disk.yanclex.ru/client/disk?idApp=client&display=normal&groupBy=none

https://drive.google.com.download-photo.sytez.net/AONh1eOhVP

http://myaccount.google.com-securitysettingpage.ml-security.org/signonoptions/
https://play.google.com/store/apps/details?id=com.google.android.apps.docs&hl=ru

https://disk.yandex.ru/client/disk?idApp=client&display=normal&groupBy=none




DEEPFAKE

B Havane 2024 roga molweHHUKH
C nomoLlbto aAnndenKoB 3aCTaBUIU

GUHAHCMCTA TOHKOHICKOro puamnana
TPAaHCHAaUMOHANbHON KOMNAaHUM
nepesecTn UM C KOPNopPaTUBHOTIO cYETa

6bonee 25 mnH ponnapos




DEEPFAKE
B Poccuu Bbiwen

Beb-cepman ¢ [I}kemcoHom
Ctantemom n Mapro Pob6bum




— DEEPFAKE B COUMAJIbHbBIX CETAX

< Back

» DeepFake B ronocoBbix coobleHmnax

CapoBHuuYnu Bukro... 2
last seen recently ) DeepFa ke B «pr)'KOLI Kax»

® L ®« A - » Undposon ABOUHUK
message call video mute more (I_Ioj_lHaﬂ KO”MH I—Ipod)mnﬂ)

bio
CoBeTCKUN U POCCUNCKUA MaTEMaTUK,
neaTenb POCCUUCKOro BbICLLEro

obpaszoBaHusa. Pektop MI'Y um. M. B.
JlomoHoOCOBa.

Add to Contacts

Block User



[MPOBEPUM CEBA




— KAK SALLUTUTBCA OT PULLNHTA?

90% NCUXON0IrnA




— [NTCUXOJTOTMHECKUE BEKTOPbI ATAK

Crpax

Baw komnbloTep
3apaXKeH n
326/10KMPOBaH.

KAnKHuTE 3a€cCh.

JTto6onbITCTBO

CMOTPU KaK Tbl
OT)KUraewb Ha
Bnaeo!

HeBHMMaTeNnbHOCTb

www.sbernbank.ru
www.gmall.com

KagHoCTb

Ckunaka 50% npwu
onnarte NPAMO
cenvac!

PasgpakeHune

YT106bI OTNMCATLCA,
nepenaunTe no
CCblJIKe.

HenaHme nomoub

Baw kKonnera

noTepAas CBOMN BELWMN.

[lanTe ero Homep.

93%

Ycnnutenn peakumu

dTdK

Cpo4HOCTb

OTyeT npumcnatb
cerogHAa ao 15:00

AsTOopwuTeTr ,

[lncbmo ot
PYKOBOACTBA C
YrpO301 YBONbHEHUA
Wnn HaobopoT
npemuen.



—— He BecTUCb Ha AMOLUMOHA/IbHbIE TPUTTEPbI —
HKALOHOCTb, CTPAX, CPOYHOCTD,
ABTOPUTET, THEB

Bonpocbl 41A camonpoBepKun

Oxknpgato nn A 3To coobuleHme?

EcTb I cMbICN B TOM, YTO OT MeHA TpebytoT?

3Hato /I 1 aBTOpaA?

Ecaun a aTo caenato, Kakme moryT bbiTb nocneacTema’?

[oxoe Nn 3To NoBeAeHUE Ha aBToOpa NMCbma’?



— VN N ETO NCMOJIbSOBAHUE

[eHepaTMBHbIN UCKYCCTBEHHbIN
NHTENNEKT —

310 TMN UWU, KOTOPbIN MOXKeET co34aBaTb HOBbIM KOHTEHT
N naeun, BKAYaa Amnanorn, NCTopumn, n3obparkeHus,
BMnAeo n my3blky. Kak n ntobom NN, oH ocHoBaH Ha
MoaenAax MalmMHHOro obyvyeHus, npeaBapuTenbHoO
0by4YeHHbIX Ha OFPOMHbIX 06 bemax AaHHbIX




BE3OINACHOCTb NCMOJIbSOBAHWA

Mcnonb3oBaTb ANA pelleHuna
Mcnonb3oBaTb ANnA KOHOMAEHUNANbHbIX

noscegHeBHbIX 3a4ad4 — 3dMPOCOB —




— YTO MOMET OKA3ATbCA OMNACHbIM

Cbop WUcnonb3osaHue obnaka
AAHHbIX

dPenKu

HecobntopgeHune

BcTpoeHHble NPaBUA LUBPOBOV
YA3SBUMOCTHU r’MrmeHbl



ChatGPT
YTEYKA OAHHbIX

B mapTte 2023 roga pa3pabotumnk ChatGPT
KomnaHuna OpenAl obHapyXunna npobnemy u B

TeYeHMe HEeCKO/IbKMX YacoB 4aT-60T He pa60Tan.

B 370 Bpema HEKOTOPbIM NO/Ib30BATENAM
HEeOXXMOAHHO OKa3asacb AOCTYMNHA
NCTOPUA YYKOIN NepenmnucKku.

Coobuwanochb Tak*Ke, YTO B OTKPbITbIN AOCTYM
MOTr/1a NONacTb NaaTeXXHaa UHopmaumsa
NOANUCYUKOB YNYYLLEHHOW NNAaTHOW BEpPCUMN
npunoxeHua ChatGPT-Plus.

CKONIbKO C/ly4aeB OCTAaHOBKMU
yaT-60Ta bblN0o
Cc Tex nop?



Kenc Nol
TENEPOHHbBIE MOLWLWEHHUKHA

TenepOoHHbIEe MOLWEHHUKU NOXUTUAKM Y BbIBLLErO NEPBOro 3aMrnaBsbl
annapata locaymobl be3sepxosa 6onee 44 mnH pybnen

1 war: nonyuynnm Homep TenedoHa XepTsebl

BeposATHo, Homep HOpusa bessepxoBa 6bi1 HAMAEH B O4HOM U3
6a3 AaHHbIX, NOMaBLUNX B YTEYKY

2 LWar: YCTaHOBU/IM KOHTAKT Yepes mecceHaKep

[Mo cTaTUCTUKe nonb3oBaTenu 6onblle 4OBEPAIOT KHEU3BECTHLIMY
KOHTakTam WhatsApp, 4yem «HeM3BECTHbIM» HOMepam TenedoHa

3 war: nonyyunm nnyHbole gaHHble U KOoAbl noAaTBepXAeHUA

Moa npeanorom «Bo3BpaTa CPeAcTB» UIN «NPOBEPKN 6e30nacHOCTUY
BbIMAaHWU Y }KEPTBbl YYBCTBUTE/IbHYIO MHGOPMALMIO: NACNOPTHbIE
NaHHble, noruHbl, CMC-Koabl, BO3MOKHO, AaHHble KapTbl n CVV-Koa.

4 Wwar: nepesenu AeHbrMU C ero cyeTa Ha cyeta COO6LLHMKOB

5 war: ucuesnu, 3a610KNPoBaB KOHTAKT
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Kenc No2
ONLLUNHT

| Ha aneKTpoHHYI0 NoYTy nocTynaet coobueHmne AKobbl oT PegepaibHOM

cnyX6bl cyaebHbix npuctasos (PCCI) ¢ «npeacyaebHbIM yBeJOMAEHNEMY.

1 war: oTnpaBKa NUCbMa € NoaaeNbHOro agpeca

HKepTBe Ha 3NEKTPOHHYIO NOYTY NPUXOANT NMCbMO AKoObI oT PCCIM
(nnn gpyroro rocopraHa), Ho ¢ 06bI4HOrO agpeca Ha mail.ru, a He
odnLMaNbHOro AOMEHa.

2 war: npunoxeHne PDF-poKymeHTa C «3/1IeEKTPOHHO NOANUCHIO»

Bo BnoxeHun — dopmanbHo opopmaeHHbin PDF-dann, akobbl
nognucanHbin JUIM. 3To npuaaetT NIMcbMy BUANMOCTb OPULMANBHOCTW.

3 war: cos3gaHue 4yBCTBad CPOYHOCTU U AaB/1eHUA

Monb3oBaTento coobuatot o «gonre» B 300 pybnent u nyratoT

nocneacrBUAMN. 6I'IOKMpOBKa H6aHKOBCKMX KapT, 3arnpeT Ha Bble3g U T. M.

4 war: BBOA, AaHHbIX U NOATBEPXKAEHUE ONNaThl

5 Wwar: HacToslee CNUCaHMe — yXKe Ha APYrylo CYMMy U Apyromy nosayyarento

locycnyru
u| ObecneybTe AONONHUTENbBHYIO 3a...

OCHM -2
§ 27-901385090-0317

<_

I

CN-92934000-8283490002

OTKPbITb JOKYMEHT NOMHOCTbIO

6quf2df2



Kel\;lc N93 & vobaks X

Chats Channels Media Links Files Music Voice

Fa ke BOSS _ﬂ Vladimir Bakhov
“fg’ @vobaks1
M>sp bnaroselleHCKa B CBOeM Tesierpam-KaHane npegynpeann, 4to oT ero D Viadimir Bakhov
o Y, @vobaks
MMEHW KOJIZIEram NULWET KNOH — U YTO 3TO MOLIEHHUKWN. [Ana denKkoBoro - —
. == Vladimir Bakhov 1417 & e PA61%
aKKayHTa mapa benoropcKka apepuncTbl packowenmamcb Ha Premium-craTyc & ©vobaks? [ @) Veirisaknr . \
N CUHIOKO Fa/I0YKY BepuduKauum npoduns. ) Viadimir Bakhov
‘.‘%& @vobaks? k11 YIOHS 5 e cnyuanoch 1501w
1 war: c6op uHPpopmaL UM 0 KOMNaHUK ) Viadimir Bakhov e e Lk i G
“‘;‘f* @vobakss Yto cnyunnoch? 1333,
MoLWEeHHMKN U3y4atoT CTPYKTYPY OPraHM3aummn: KTO 3a YTO OTBEYAET, KTO
NOAYMHAETCA KOMY, KTO 3aHMMaeTcs PUHAHCaMM.
2 war: noaAaenka KOHTaKTa pyKkosogutens
e CospgatoT e-mail nnm akKayHT B MecceHaKepe, BU3yaibHO MOXOXKUIM Ha agpec
AnpeKTopa (Hanpumep: ivan.petrov@companiy.ru).
e BbigatoT ceba 3a HayanbHUKa — Yepe3 noyty, WhatsApp, Telegram n 1. A.
3 Wwar: KOHTaKT C COTPYAHUKOM U AaBieHue e i
MuwyT Byxrantepy uam meHeaxKepy ot umeHn "weda", ncnonbsya GpopmyMpoBKN: A, oy
cTopoHbl ®CE KacaeMo (akTa yTeuku AaHHbIX
— «3TO CPOYHO» 232‘2ﬁ:ﬂ:.“H§§J§i’é$“cﬁ‘ii‘yﬂﬂﬁyk"iﬁé_”?‘ﬂi?é“

— «He obcykaan c konneramm»
— «fl Ha BCTpeye, NPOCTO caenam»
3apava — BbI3BaTb CTPECC U BbIHYAUTb A4ENCTBOBATb 6e3 NPOBEPOK.

6b1N10 04eHb MHOIO BONPOCOB KacaeMo Hallumx
Nk
Lo et



— MPABUNA LMOPOBOWU TMIMEHDI

MO u ycTpouncrtsaa:

-

YcTaHaBAMBaTb
TO/IbKO odunLUManbHoe
10, cBOEeBpemMmeHHO
obHOBNATL

YcTaHaBAMBaTb
Napo/iIn Ha BXoA,
B YCTPOWCTBO

\_

Ncnonb3oBaTb
aHTUBUPYCbI

AN

-

MogKntoYNTb yaaneHHoe
VHUYTOXKEHMUE
nHbopmaunm npum
nponae yCTPOMCTBA

~

: \

PaboTatb U3
HEeNnPUBUNETMPOBAHHbIX
YUYETOK, He «B3/1aMblBaTb»

)

YCTPOWUCTBA
/

-

He ocTtaBnAaTtb
YCTPOWCTBA
6e3 npucmoTpa,

610KMpOBaTb 3KPaH
- /




— MPABUNA LMOPOBOWU TMIMEHDI

CouManbHble CETU U MeCcCeHaKepbl:

-

[laposibHaA NONNTUKA

\

He BbiK/N1agbiBaTb TO, YTO
mox<eT (1 byaget!)
MCMO/Ib30BaHO
NPOTMB Bac (B TOM yucne
ceMelHble aKKayHTbl)

/

)

\_

N3yunTb BKNagKy
«be3onacHOCTb»
BO BCeX cepBucax,
noaKnto4unTL 2FA

)

/

[locTapaTtbcA
MaKCMManbHO MOYUCTUTL
nctoputo o cebe

\

He BblKNnagbiBaTb
NOKYMEHTbI B OTKPbITbIN
AOCTYnN

)

[MTOMHUTL NPO QULLNHT
yepes ntobble KaHanbl
OO0CTaBKU

\




— MPABUNA LMOPOBOWU TMIMEHDI

JleaHOHMMM3aUMNA:

-

YNCTUTb MeTaZaHHbIe B IOKYMEHTaX NpU
HEOBXOAMMOCTUN UX NEPECLINKM UM PA3MELLLEHUSA B
OTKPbITble UCTOYHUKN MHPOpMaumm (ybrpaTb aBTOpa
y JOKYMeHTa word, reonokaumio ¢ potorpadui)

He UCMO/1b30BAadTb
obnayHbie XpaHnianula

\

/

\_

He MCNoab30BaTb
NepcoHaibHble AaHHble Npwu
perncrpaumm (ecam ato cTporo
He TpebyeTca cepBucom)

4 )

He ncnonb3oBaTb OHAAUNH-
pefaKTOpPbl JOKYMEHTOB U
dannos

N\ J/
N [ )
He MCMoanb30BaTb
obwepnoctynHbie VPN
2N J/




— MPABUNA LMOPOBOWU TMIMEHDI

YaT-60TbI 1 UA:

Yutante NnONNTUKY
KOHOUAEHUMNANBbHOCTU

p
He BBOAUTE
KOHPUnAaeHUUanbHble
AaHHble
o
:
MuHUMU3NpynTe

NHTerpauumn c basamm
NaHHbIX Ha 1K

[MpoBepsaunTe
CreHepmnpoBaHHbIe
OTBETbI

Ncnonb3ynte
KOprnopaTUBHbIE BEPCUMU
(Mo BO3MOXHOCTH)

\_

BHeapuTe NOAUTURY
MCNONb30BaHUA U
BHYTPEHHUMN pernameHT
no pabote c A

)




MOJTE3HbIE PECYPCbI N CCbl/IKA

OdunumranbHbie pecypcbl MeXayHapoaHble pecypcbl No
MHGOPMaLMNOHHOM Be30NacHOCTH:

depepanbHana cnyxba No TeEXHUYECKOMY
N 3KcnopTHOoMY KoHTposto (PCTIK Poccun):

’ AreHTCcTBO EBpONEnckoro cotosa
stec.ru
— no KnbepbesonacHocTtu (ENISA):

HauMoHanbHbIN KOOPANHAUMOHHbBIN LEHTP enisa.europa.eu
MO KOMMNbOTEPHbIM MHUMAeHTam (HKLIKWN):

HauuoHanbHbIN MHCTUTYT CTAHAAPTOB

nist.gov



https://fstec.ru/
https://safe-surf.ru/
https://www.enisa.europa.eu/
https://www.nist.gov/cybersecurity

CEKUWMA BOMPOCOB/OTBETOB
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